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ABSTRACT

Quantum key distribution (QKD) channels are typically realized by transmitting and detecting single photons, and
therefore suffer from dramatic reductions in throughput due to both channel loss and noise. These shortcomings can be
mitigated by applying telecommunications clock-recovery techniques to maximize the bandwidth of the single-photon
channel and minimize the system’s exposure to noise. We demonstrate a QKD system operating continuously at a
quantum-channel transmission rate of 1.25 GHz, with dedicated data-handling hardware and error-correction/privacy
amplification. We discuss the design and performance of our system and highlight issues which limit our maximum
transmission and key production rates.
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1. INTRODUCTION

Nearly a quarter of a century after its introduction quantum key distribution (QKD) [1] remains a potential solution to
the increasingly demanding problem of cryptographic key distribution over insecure links. Single-photon-based QKD
systems have been demonstrated in existing optical-fiber infrastructure [2], and over distances greater than 200 km [3].
However, optical losses in fiber make global-scale fiber-based QKD impractical with current technology. One proposed
solution for global-scale QKD is the use of free-space links to a low-earth-orbit (LEO) satellite [4], and recent research
has demonstrated success in increasing the distance of free-space QKD links from 10 km [5] to 144 km [6]. Of the
numerous technological challenges facing a LEO QKD link, signal loss due to atmospheric turbulence, noise due to
background light, and limited access time have been identified as critical issues [4]. Fortunately, each of these challenges
appears to be tractable with existing technologies; in this work we focus on the latter two.

When link access times are limited it is beneficial to maximize the key production rate, and recent work has shown that
significant improvement can be achieved by increasing the transmission rate of the QKD link [7]. The transmission rate
of a single-photon QKD system is typically limited by the temporal resolution of the detectors; a useful figure of merit
for the minimum transmission period for low quantum bit error rate (QBER) operation is the single-photon detector’s
full width at 1% of the maximum (FW1%M). In this article we demonstrate that the temporal resolution of currently
available SPADs can also provide a significant improvement in noise reduction. Noise in a free-space QKD link can be
reduced with spectral, spatial, and temporal filtering, and while some benefits can be gained by choosing specific
operational wavelengths where solar background light is reduced [8], efficient spectral filtering below 0.1 nm remains a
technological challenge. However, the full width at half maximum (FWHM) of available SPADs can be significantly
lower than the FW1%M. Provided that the signal photons are well localized in each transmission period, the large
discrepancy between the FWHM and the FW1%M means that in each transmission period there is a short window in
which signal is most likely to be received, and a wider window in which little signal is likely to be received but that is
still exposed to random background events. We present a post-selection gating system that takes advantage of this
discrepancy to reduce the system’s exposure to noise on a free-space channel. The system operates at repetition rates up
to 1.25 GHz and is capable of gate widths down to 45 ps.

2. EXPERIMENTAL DESIGN

We implemented QKD with the polarization-encoded BB84 protocol [1] based on attenuated laser pulses. The system
runs continuously with a quantum-channel transmission rate of 1.25 GHz and is controlled by two dedicated PCI boards
driving both the quantum (single photon) and classical channels. The PCI boards at Alice and Bob each have a field-
programmable gate array (FPGA), and two four-channel gigabit Ethernet serializers/deserializers (SerDes): one for the
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classical channel, and one for the quantum channel. The board clock rate is 125 MHz and the four SerDes operate on
10-bit words, resulting in 1.25 Gbps on each serial data channel. On the primary classical channel we use 8B/10B
encoding [9] to transmit a balanced 1.25 Gbps serial data stream to which the classical-channel SerDes at Bob can lock
an internal phase-locked loop (PLL), thus synchronizing Alice and Bob over the classical channel. Sifting [1] is
performed in the FPGA, and both boards communicate with the CPU via a standard PCI interface with direct memory
access. This provides a manageable data rate to the CPU for error correction, privacy amplification and application-level
data encryption. Further details of the operation of the two PCI boards are presented in ref [7]

Each of the four quantum channel outputs of Alice’s PCI board drives a vertical-cavity surface-emitting laser (VCSEL)
at 850 nm. The VCSELSs are coupled, via single-mode fiber, to free-space optics mounted on the back of the transmit
telescope where they are collimated, polarized in either the vertical/horizontal or circular left/right state, and then
combined with a non-polarizing beam-splitting cube (NPBSC). The wavelengths of the four VCSELs are temperature
tuned to the receiver’s 0.15 nm FWHM interference filter centered at 851.4 nm.

A variable attenuator along the path reduces the optical pulse intensity at the output of the telescope to a mean-photon
number, p = 0.1, in each pulse. The transmitted mean-photon number is monitored with a calibrated photon counting
module that collects one of the output beams of the NPBSC.

To successfully operate at high transmission rates without generating errors due to timing jitter it is important to
minimize the timing uncertainty in the quantum channel. While the detector timing jitter ultimately limits the maximum
operational transmission rate of a system, we find that when operating a QKD system with attenuated gain-switched
lasers care must also be taken to ensure that pattern-dependent effects do not contribute undue jitter and amplitude
fluctuations in the optical output of each transmitter.
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Fig. 1.(a) The upper trace shows one of the four 1.25 GHz NRZ electrical signals from Alice’s PCI board
used to drive the quantum channel transmitters. The lower trace shows the resulting optical output
from the gain-switched VCSEL observed with a 10 GHz photodiode. The optical output shows a clear
and open “eye.” (b) shows the same optical signal on a shorter time scale, demonstrating that pattern-
dependent jitter is negligible.

To minimize pattern-dependent effects in our system we find it effective to drive the VCSELs with short pulses with
large amplitude. We use custom electronics to convert the non-return to zero (NRZ) signals from the PCI board to 80 ps
pulses with 2.2 V amplitude. The NRZ electrical signal from the PCI board, and the resulting optical signal are shown in
Fig. 1. Optical-pulse widths below 50 ps are typical for gain-switched VCSELs [10], though achieving such operation
with non-repetitive data signals is less straightforward. We find that the optical pulses from the gain-switched VCSELs
do not significantly contribute to the overall timing jitter of the system. Figure 2 shows a histogram of photon arrival
times when observed with a 50-ps resolution SPAD [11,12]. The combined effects of the optical source and the detector
jitter result in a FWHM of 59 ps. Although the VCSEL is below threshold in the “off” state, we find that the low DC-
bias voltage applied in the “off” state causes a weak spontaneous emission that limits the optical extinction ratio to the
36 dB that can be seen in Fig. 2.
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Fig. 2. Histogram of photon arrival time for a VCSEL measured with a 50-ps resolution SPAD. The ratio between
the “on” and “off” counts, the optical extinction ratio, can be seen to be 36 dB, limited by spontaneous emission
in the SPAD. The detector dark counts (100 counts/sec) are negligible in this data.

At Bob a telescope collects the beam from Alice and a temperature-tuned 0.15 nm interference filter is used to reduce the
background light. The necessary random choice of measurement basis is performed by a NPBSC and two pairs of single-
photon detectors perform the polarization-state measurement.

In the QKD system we use commercially available SPADs [12,13] with greater than 40 % detection efficiency at 850
nm. These devices were modified with an additional “timing board” designed and fabricated by the Politecnico di
Milano [14] that both improves the detector’s timing resolution and reduces deleterious count-rate dependent delays.
Figure 3 shows a histogram of photon arrival times as measured by one of these detectors. The FWHM of this
distribution is 156 ps, well below the 800 ps temporal gate defined by the classical channel.

The performance of the BB84 system over a short free-space link in the laboratory is summarized in Fig. 4. The quantum
channel transmission rate is 1.25 GHz. The link loss is changed by adding calibrated neutral-density filters between the
transmitter and receiver, and at each value of the link loss the sifted bit rate, the error-corrected and privacy-amplified
(EC & PA) bit rate, the quantum-bit error rate (QBER) are recorded. The error-correction algorithm is a hybrid of
forward error correction and bisective-search algorithms designed to handle large input sifted bit rates. The necessary
degree of privacy amplification is based on a model that considers only individual attacks, and thus is not sufficient for
unconditional secret key production [15]. In this article we demonstrate the timing performance and bandwidth
limitations of the hardware and data-processing systems in our QKD system as the count rates at the receiver increase;
including a more complete threat model requires only software changes. As can be seen in the semi-log plot the bit rates
increase linearly with optical link loss, as expected, until about 3.5 dB link loss, where the EC & PA rate reaches 1.05
Mby/s. At this point the CPU (dual-core 3 GHz processor) running the EC & PA algorithm cannot process the incoming
sifted bits sufficiently fast and limits the bit production rates. In principle the sifted bit rate continues to increase below
3.5 dB but our system discards the sifted key when the memory is full. The QBER is limited to about 3.1 % by the
polarization extinction ratio. We are currently testing new PCI boards in which the error-correction and privacy
amplification is performed on the FPGA with a dedicated communications channel, thereby eliminating the CPU from
the system. We expect significant improvements in the maximum supported EC & PA bit rates with this system.
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Fig. 3. Timing response of detector with 40% detection efficiency at 850 nm. The modified timing circuit results in
a FWHM of 156 ps, FW1%M of 590 ps, and negligible additional jitter at count rates up to 1 Mcounts/s.
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Fig. 4.The QKD system performance with a quantum channel transmission rate of 1.25 GHz, operating over a free-
space link in the lab. The CPU running the error-correction and privacy-amplification (EC & PA) algorithms
can handle output rates up to 1.05 Mb/s, at which point its buffers fill and the system discards any incoming
sifted bits, producing the sharp “kink” at 3.5 dB loss.
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To operate with reduced exposure to random background counts, such as those from the sun, we investigate an
additional sub-clock gating system used to post-select detection events that occur within a pre-determined temporal
window. Extremely high temporal resolution photon counting (< 5 ps) can be achieved with time-tagging systems based
on time-to-digital conversion (TDC) [12, 16]. However, such systems require a significant reset time after each detection
event and this can limit the system to a rate lower than the maximum count rate of the detectors. Furthermore, every
tagged event must be filtered by time-tag comparison, increasing the overall load on the data processing system. An
alternative technique is gated photon counting [17]. In this technique an electrical pulse is used to define a temporal gate;
detection events that occur outside of the gate are ignored while those that occur within are retained. To be effective with
short gate widths it is necessary to have precise knowledge, at the receiver, of the temporal window in which a
transmission event will arrive.

Gated photon counting therefore requires that a triggering or synchronization signal be supplied to the receiver. This
technique is well suited for our QKD system where clock distribution has been incorporated into the classical-channel
architecture. The advantages of gated photon counting are its simplicity and speed: events outside the region of interest
are immediately discarded and do not require further processing, and gating pulses with widths below 50 ps and
gigahertz repetition rates can be produced with commercially available hardware.
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Fig. 5. Schematic of the temporal gating system and associated timing diagram. The synchronization and pulse-
generator circuit produces electrical pulses, synchronous with Alice’s transmission clock, of width down to 45
ps that are used to gate detection events on the quantum channel. The timing diagram illustrates that only a
detection event whose rising edge occurs within the gate defined by the pulse generator is passed through the
system. For clarity, only a single quantum-channel receiver and gate system is shown, and for brevity in the
timing diagram temporal breaks are used to graphically shorten the SPAD output pulses, which in reality are
much longer than a clock period.
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Figure 5 shows a schematic of the post-selection gating system, and illustrates the operation of the gate. The system is
composed of two blocks: a synchronization and pulse-generation system, and a simple logic system. The synchronization
system recovers a stable replica of the QKD transmitter’s (Alice’s) clock from the classical channel. The pulse generator
uses programmable delay chips and gigahertz logic to create a comb of electrical pulses synchronous with the
transmission clock, as illustrated in the timing diagram of Fig. 5. These pulses define the temporal gate. The logic system
compares the rising edges from SPAD detection events to these gate pulses and blocks events that occur outside of a gate
pulse. To optimize performance, the system allows adjustment of the width of the gating pulses, and their phase with
respect to Alice’s clock, with picosecond accuracy.

Proc. of SPIE Vol. 7236 72360L-5



The logic system is based on a 10 GHz edge-triggered flip-flop and logic gates. The output from the pulse generator is
sent to the data input (D) of the flip-flop. Signals from the SPAD output (i.e. detection pulses) are sent both to the flip-
flop clock input (Clk), and through a delay to an AND gate. When a rising edge from a SPAD detection signal arrives at
the flip-flop clock input, the logical state at the data input is transferred to the flip-flop output (Q). This output state is
then used to enable or disable the transmission of the SPAD signal through the AND gate. To avoid ambiguity at the
AND gate it is useful to delay slightly the SPAD pulse to ensure that it arrives at the AND input after the flip-flop output
has reached a stable state. With the fast transition times of the gigahertz logic this delay can be implemented by adding
extra length to the signal trace on the PCB. The AND gate is specified to add random jitter of the order of 1 ps RMS [12,
18] and we find that the output pulse preserves the temporal position of an input edge with better than 5 ps accuracy, the
resolution of our measurements.

The post-selection gating system is demonstrated in Fig. 6, which shows a histogram of ungated detection events at a
transmission rate of 1.25 GHz, and the same measurement when a gate of 175 ps is applied. Within the gate the shape of
the histogram is indistinguishable from the ungated histogram, indicating that timing information is well preserved.
Outside the 175-ps gate the count profile falls off rapidly, with an average slope of 15 ps/decade. This slope is due to
detection events that occur at the gate boundary. In the boundary region the electrical pulse that defines the gate is
traversing the decision threshold of the flip-flop when the detection edge arrives, causing some uncertainty in the flip-
flop output. This uncertainty limits the minimum gate width to roughly 45 ps. Some contribution to these boundary
effects also comes from the resolution of our measurement system.
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Fig. 6. Histogram of gated and ungated detection events. Detection events that occur outside the 175-ps gate are
rejected, while the timing resolution of those that occur within the gate is accurately preserved. The finite slope
at the gate boundaries is due to the electronics and causes the full-width of the gated-count profile to increase to
200 ps at a level -20 dB from the count level at the gate.

3. CONCLUSIONS

We have presented a free-space polarization-encoded BB84 QKD system operating with a quantum channel
transmission rate of 1.25 GHz. Careful attention to the design of the electronics driving our gain-switched VCSEL
sources minimizes the timing jitter due to our optical source, and allows the system to take full advantage of the timing
resolution of the single-photon detectors. Furthermore, we have presented a post-selection gating system capable of
imposing narrow temporal gates on our detection system that can be used to reduce the system’s exposure to background
light sources without limiting the repetition rate.
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