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1. Introduction

Currently, it is difficult to answer simple questions such as “are we more secure than
yesterday” or “how should we invest our limited security budget.” Decision makers in other
areas of business and engineering often use metrics for determining whether a projected return on
investment justifies its costs. Spending for new cyber-security measures is such an investment.
Therefore, security metrics [1] that can quantify the overall risk in an enterprise system are
essential in making sensible decisions in security management.

Information Security is a critical part for any enterprise. Often wrong decisions are made due to
insufficient knowledge about the security domain, threats, possible countermeasures and the
company’s assets. There are several reasons for this. First, security terminology is not precisely
defined, which leads to confusion among the security experts and the customers who should be
served. Security ontologies are a viable solution for this problem because they allow a precise
definition of the entities and their relationships to each other. Second, decisions about enterprise
security are made by managers who do not fully understand the full depth of underlying IT
infrastructure. Their decisions are based on intuition rather than a thorough cost/benefit analysis.
The main goal of our current research is to develop an ontology that has knowledge about which
threats endanger which assets and which counter measures can reduce the probability of a
damage. In our ontology each asset and each countermeasure can be annotated with various types
of costs and benefits. This ontology can enable a quantitative risk analysis so that the manager of
an enterprise can choose the appropriate safeguard mechanism to reduce the threats to their
enterprise.

2. Modeling Enterprise Level Security Metrics

It is important to have a data model for enterprise level security in terms of the entities and
relationships among them. This data model can be used to measure the appropriate things to
understand the effectiveness of current security mechanisms and the benefits that they provide.
Modelers generally think about security in terms of threats, risks and losses. Good models
provide a rationale for measurements and these data models can be updated and calibrated as new
data becomes available.

2.1 The Design of an Ontology for Security Metrics

Ontology is a specification of a set of entities and their relationship. Consequently, an ontology
can be created for any collection of related concepts. The main goal of our current research is to
provide a security ontology framework to support IT security risk analysis. The ontology should
know which threats endanger which assets and what countermeasures can lower the probability of
the occurrence of an attack. A secondary goal was to develop an ontology in a framework such
that the knowledge base is portable and easy to share. For this reason, we choose the Web
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Ontology Language (OWL). Readers that are interested in further details of OWL should refer to

[2]

Figure 1 shows a graphical description of the ontology. The basic entities in the data model are:

1.

A threat is described as a potential for violation of security when there is an event that
can breach security and cause harm. An attack is an “assault on a system that violates
the security policy of that system”. An attack exploits vulnerabilities to realize a threat.
Vulnerabilities are characteristics of target assets that make them prone to attack and
cause a certain loss or damage. For example, vulnerability can be a flaw or a weakness is
a system design or implementation that can be exploited. Standard organizations such as
Mitre Corporation and First.org Inc. play an important role in modeling vulnerabilities.
Mitre oversees Common Vulnerability Enumeration (CVE) and First.org oversees
Common Vulnerability Scoring System (CVSS). Beyond this, there are several
organizations that maintain vulnerability databases. Some examples are National
Vulnerability Database (NVD) from NIST and DeepSight from Symantec Corp.

Security Mechanisms are designed to prevent the threats from happening or to mitigate
their impact when they do. For example, a firewall is an example of a preventive control
as it blocks bad traffic. An Intrusion Detection System (IDS) is an example of a detective
control. It is important to have a measure of the effectiveness and efficiency for the
countermeasures. Also accuracy is an important attribute of the countermeasure, which is
defined as 1.0 minus the percentage of false alarms. The concept of false positive is often
used to refer to the detection of an attack that turns out not to be one.

Assets are things that we plan to protect. An asset is a target of the threat and when the
threat succeeds it results in a loss of value. Estimating the value of an asset is a difficult
task. There is no formal methodology for assigning the value of an asset. Many assets in
the network are primarily part of the IT infrastructure and they may not be involved in
directly generating profit for the organization. For example, commodity servers and
commercial software and networking products are part of the IT infrastructure. Many
security products such as IDS and vulnerability scanners focus on these type of assets.
Risk is defined as an expectation of loss expressed as a probability that a particular threat
will exploit a certain vulnerability that will result in a harmful result. The simplest way to
quantify risk is to multiply the expected loss with the likelihood of a successful attack.
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Figure 1: Entities and Relationships

Figure 2 gives a sample description of the Asset class in RDF.
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<rdf:Property rdf:ID="value”>
<rdfs:domain rdf:resources="Asset”/>
rdf:resources=&xsd:integer/>

<rdfs:range

</rdf:Property>

<rdf:Property rdf:ID="depends”>
<rdfs:domain rdf:resources=""Asset”/>
rdf:resources="Asset”/>

<rdfs:range

</rdf:Property>
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<rdf:Property rdf:ID="contains”>
<rdfs:domain rdf:resources="Asset”/>
<rdfsirange  rdf:resources="Asset”/>
<rdf:Property rdf:ID="isVulnerableTo”>
<rdfs:domain rdf:resources="Asset”/>
<rdfs:range  rdf:resources=""Vulnerability”/>
<rdf:Property rdf:ID="belongsTo”>
<rdfs:domain rdf:resources="Asset”/>
<rdfs:range  rdf:resources=""Resource”/>
<rdf:Property rdf:ID="monitaryValue”>
<rdfs:domain rdf:resources="Assets”/>
<rdfs:range  rdf:resources="Value”/>
<rdf:Property rdf:ID="supportUsage”>
<rdfs:domain rdf:resources="Assets”/>
<rdfsirange  rdf:resources="Use Cases”/>
</rdf:Property>
Figure 2: Properties of the Asset Classes
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