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AIRCRAFT PRECISION PRODUCTS: CYBERSECURITY
ASSESSMENT HELPS RETAIN CONTRACTS

ABOUT AIRCRAFT PRECISION PRODUCTS. Established in 1946,
Aircraft Precision Products, Inc. (APPI) employs 60 people in its modern
58,000 square foot facility in Ithaca, Mich. Averaging approximately $14
million in sales annually, APPI has long been a leading component supplier to
the commercial and military aircraft engine industry. As part of this renowned
reputation, APPI has a NADCAP accredited in-house metallographic testing
facility in addition to accredited thermal coating processes. APPI serves
customers that provide precision machining, thermal coating and other
services in the metalworking industry. APPI's superior quality systems have
been recognized by both General Electric and the U.S. Department of
Defense (DOD).

THE CHALLENGE. The company shut down for the holidays, and upon
returning after the new year, they found they had been victims of a
ransomware attack on their exchange servers, as well as their main servers
which housed their shared drive. APPI was crippled for a week before they
could get their data back and get the facility up and running again.

MEP CENTER'S ROLE. APPI turned to the Michigan Manufacturing
Technology Center (The Center, Michigan's MEP Center, part of the MEP
National Network™) - Northeast. The Center-NE worked with APPI to conduct
a cybersecurity assessment paired with NIST 800-171 guidelines. After the
gap assessment was finalized, The Center worked on developing a system
security plan for APPI. As a result of working with The Center, APPI was able
to keep their contracts with the DOD, General Electric and Rolls Royce, who
required stringent cybersecurity standards. APPI has a strong commitment to
continuous improvement with plans for ongoing security upgrades and
process improvements.

"Cybersecurity is an intricate part of Industry 4.0. Don’t wait until
something happens — be proactive, NOT reactive!"

-William Henderson I, President

MICHIGAN
SUCCESS STORY

RESULTS

$600,000 in retained sales
from companies that require
NIST 800-171 Guidelines

$60,000 in cost savings as a
result of a decrease in

downtime

20 jobs retained

5 jobs created

CONTACT US

45501 Helm St.
Plymouth, Ml 48170

0 (734)451-4200

www.the-center.org
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