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Abstract—Industrial Internet of Things (IIoT) applications,
featured with data-centric innovations, are leveraging the observability, control, and analytics, as well as the safety of industrial
operations. In IIoT deployments, wireless links are increasingly
used in improving the operational connectivity for industrial data
services, such as collecting massive process data, communicating
with industrial robots, and tracking machines/parts/products on
the factory floor and beyond. The wireless system design for
IIoT applications is inherently a joint effort between operational
technology (OT) engineers, information technology (IT) system
architects, and wireless network planners. In this paper, we
propose a new reference framework for the wireless system design
in IIoT use cases. The framework presents a generic design
process and identifies the key questions and tools of individual
procedures. Specifically, we extract impact factors from distinct
domains including industrial operations and environments, data
service dynamics, and the IT infrastructure. We then map
these factors into function clusters and discuss their respective impact on performance metrics and resource utilization
strategies. Finally, discussions take place in four exemplary IIoT
applications where we use the framework to identify the wireless
network issues and deployment features in the continuous process
monitoring, discrete system control, mobile applications, and
spectrum harmonization, respectively. The goals of this work are
twofold: 1) to assist OT engineers to better recognize wireless
communication demands and challenges in their plants, 2) to help
industrial IT specialists to come up with operative and efficient
end-to-end wireless solutions to meet demanding needs in factory
environments.
Index Terms—Industrial Internet of Things (IIoT), industrial
wireless networks, design reference framework.

I. I NTRODUCTION

I

NDUSTRIAL practices heavily employ operational technology (OT) domain data in their production activities, such
as the asset performance monitoring, work flow optimization,
and plant safety management [91]. The volume and categories
of industrial data exhibit a remarkable growth. For example, a
modern computer numerical control (CNC) machine already
produces data in the order of 30 Terabytes (TB) per year [1],
and it is estimated that by 2020 a smart connected factory
will generate 1 Petabyte (PB) of data per day [2]. To feed
the huge data demand, the Internet of Things (IoT) techniques
are introduced into vertical industrial domains. The manufacturing sector is anticipated to occupy 33% of the total IoT
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applications in 2025 [89]. As the industrial variant of IoT,
the Industrial Internet of Things (IIoT) provides customized
architectures and standardized interfaces in data acquisition,
transmission, and analytics for industrial applications [3]. IIoT
is credited to boosting the visibility of production processes
and the transparency of control decisions. It is also actively
playing in the ongoing innovations of cyber-physical systems
(CPS), known under labels, such as Smart Manufacturing [4]
and Industry 4.0 [5], [117].1
IIoT, as an open and scalable information technology
(IT) platform, enables the exchange of machine-typed data
between industrial devices and the on-premises/cloud computing facility in the local and wider-areas industrial operations [95], [118]. Wireless communication networks are
playing an increasingly important role in such a machine-tomachine (M2M) communication paradigm. Compared to their
wired peers, wireless networks have feature advantages, such
as connection flexibility and cost efficiency, which facilitate
IIoT operations, e.g., connecting massive industrial “things” in
the field, conveying the system state within open and closedloop control processes, and serving objects in motion such as
mobile robots and parts/goods in logistics flows.
In the remainder of this section, we will first walk through
the state-of-the-art wireless techniques for IIoT applications to
briefly review current research and implementation progresses.
Next, in Section I-B, we will discuss challenges and opportunities that motivate this work. Finally, we will identify this
paper’s contributions in Section I-C and introduce how the
following sections are organized.
A. State of the Art of Wireless IIoT Techniques
Identifying Use Cases
Wireless use cases in current IIoT implementations can be
generally classified by (1) the associated applications in industrial sectors and/or (2) the quality-of-service (QoS) levels in
wireless links. For example, wireless use cases have been identified in a variety of applications including asset performance
monitoring [86], [113], [118], real-time process control [16],
[104], [105], inventory and logistics management [88], [112],
and safety [28], [69]. The numerology for wireless networks
specifies qualitative and quantitative measures on the desired
performance, e.g., the data rate, transmission range, latency,
and reliability. For example, we can differentiated the delay
1 Areas of priority have been identified in advanced manufacturing innovations in U.S. [6], including 1) advanced sensing, control, and platforms for
manufacturing (ASCPM); 2) visualization, informatics and digital manufacturing technologies (VIDM); and 3) advanced material manufacturing (AMM).
The IIoT techniques are closely related with the key areas 1) and 2).

